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This section provides information on connecting power to the IDS500 Controller and connecting
a computer to the Controller. Once you have connected the Controller to a computer, you can
configure the Controller and install your Python programs.

Connecting the IDS500 Controller to a Computer

To configure the IDS500, you must connect a computer to the Controller. The peripheral
computer enables you to communicate with the IDS500 Controller.

There are two ways to connect the IDS500 Controller to a computer. These are:

1 By connecting a serial cable directly from the IDS500 Controller to a computer.
1 By connecting the IDS500 Controller to a network.

Connect to the IDS500 using a Serial Cable

To connect the IDS500 Controller to a computer using a serial cable:

1. Connect a serial cable between the RS232 port on the IDS500 Controller and your
computer.

Once you have attached the IDS500 Controller to your computer using a serial cable, you can
communicate with it using the IVT Telnet application or any other VT200/220 terminal emulation
program. For more information, see the Using the IVT Telnet Application section on page 9.

1 When you connect to the IDS500 Controller using a serial cable, you usually connect the Controller
to the COML1 port.

1 If your computer does not have a RS232 serial port, but has a USB port, you can connect the serial
cable using a USB to serial converter. If you use a USB to serial converter, you must identify the
COM port of the converter, in the Device Manager on your computer. This is because computers
reserve the COM1 port for serial connections, and so the converter uses another COM port.

Connect to the IDS500 using a Network
To connect the IDS500 Controller to a network:

1. Attach a network cable between the Ethernet port on the IDS500 Controller and an Ethernet
switch, hub or other network device.

Once you have connected the IDS500 Controller to a computer through a network, you must
identify the Controller on the network to obtain the IP address. You do this using the Ethernet
Discovery Utility.
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To identify the IDS500 Controller on the network:

1. Install the Ethernet Discover Utility. For more information, please refer to the Ethernet
Discovery Utility Software User Manual.

2. Open the Ethernet Discovery Utility.

3. Click the Action menu.

4. Select the Search All option. This searches the LAN for compatible devices, and displays a
list of devices located on the network.

5. Locate the required IDS500 Controller in the list, using the Controllerd6 Mac Address.

To configure the Controllerd settings, such as the IP address, gateway and device name:

1. Double-click the Controller in the list.

2. Enter your password in the Device Password dialog box. The default password is ids500
and is case-sensitive.

3. Click the OK button to log on to the Controller.

4. Configure the Controllerd settings in the Configuration Settings dialog box.

5. Click the Update button to apply your changes.

1 You must connect on the same LAN as the IDS500 Controller.

1 Do not connect through routers, as the Ethernet Discovery Utility uses UDP broadcasts.

1 The Ethernet Discovery Utility only searches the local LAN, as broadcast traffic does not go over a
WAN.

Once you have identified the I DS500 Controllerés |
the PUTTY application or any other SSH terminal client. For more information, see the Using
the PUTTY Application section on page 10.

You can export and import the configuration settings for a device. This enables you to configure a
device without connecting to the same LAN as the device. To export or import, use the Export IP
Config and Import IP Config options on the File menu.

Using the IVT Telnet Application

The IVT Telnet application enables you to work with the files, directories and applications on the
IDS500 Controller.

You use IVT Telnet when you connect the IDS500 Controller to a computer using a serial cable.
To create a new session and connect to the IDS500 Controller using IVT Telnet:

1. Open the IVT Telnet application.

2. Select the Serial option in the Transport Protocol section of the Create Session dialog
box, as shown in Figure 1.

3. Enter the communications port you have connected the IDS500 Controller to on your
computer, in the Portname field. For example, enter COM1.
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Ensure the following settings are configured:
- Baud rate - 115200

- Data bits - 8
- Parity - None
- Stop bits - 1

Click the OK button. IVT Telnet establishes a connection with the IDS500 Controller and
displays the IVT Telnet command prompt window. You can now configure the IDS500
Controller using Linux commands. For more information, see the About Linux section on

page 13.

2. [T yT220 Freeware

Sessions Edit: Extra K

IVT 20.1a VT220 Term

eyboard  Setup Help
. Create Session -7 |3
Transport protocol
TCP/IP @ Serial 1 NetBios

Potname COM1
Baudrate |115200 ~ Data bits g8 ~

Parity None v Stop bits ’1 v

Comment

Profie ~ |Defaul v

@]  Groups ] [ Setup | [Cancel | | Help |

13:10

ol

%;

Figure 1 - IVT Telnet: Create Session Window

Using the PUTTY Application

To create a session in PuTTY:

Open the PUTTY application.
Enter the host name or IP address of the IDS500 Controller in the Host Name (IP address)

field of the PUTTY Configuration dialog box, as shown in Figure 2.

Select the SSH option in the Protocol section.

PUTTY is a terminal emulator application that acts as the client for SSH and Telnet protocols.
This enables you to work with the files, directories and applications on the IDS500 Controller.
You use PuTTY when you connect the IDS500 Controller to a computer using a network
connection. To connect using PuTTY, you must have identified the IP address of the Controller
using the Ethernet Discovery Utility. For more information, see the Connect to the IDS500
using a Network section on page 8.

To create a new session and connect to the IDS500 Controller using PuTTY, you must save the
details of a session, and then load the session.

10
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The IDS500 Controller requires encrypted communication and will reject unencrypted Telnet

connections.

4. Enter a name for the session in the Saved Sessions field.
5. Click the Save button to save your session in the Saved Sessions list.

To load a saved session in PuTTY:

1. Openthe PUTTY application.
2. Select the session you want to connect to in the Saved Sessions list of the PUTTY
Configuration dialog box.
3. ClicktheLoadbutton to view the sessionds detail
4. Click the Open button. PUTTY establishes a connection with the IDS500 Controller displays
the PUTTY command prompt window.
If you receive a prompt to accept or decline a security certificate, you must accept the security
certificate.
5. Enter your login name.
6. Press the Enter Key.
7. Enter your password.
8. Press the Enter key.
9. You can now configure the IDS500 Controller using Linux commands. For more information,
see the About Linux section on page 13.
§ PuTTY Configuration @@
Category:
= - Basic options for your PUTTY session
P Logging } Specify your connection by host name or |IP address
(=) Terminal
: Host Name (or IP address) Port
Keyboard
- Bell 152.168.1.101 22
- Features Protocol:
= Window ) Baw O Telnet ) Rlogin @ SSH
: Appearance Load, save or delete a stored session
- Behaviour
‘... Translation Saved Sessions
- Selection = IDS500
Colours :
Default Settings
[=)- Connection IDS500 kond I
: I[))a’(a Save
i Proxy —
- Telnet Delete I
- Rlogin
= SSH
- Kex Close window on exit:
Qﬁh ) Aways () Never (@ Onlyon clean exit
Tunnels -
About ] [ Help [ Open ] [ Cancel
Figure 2 - PUTTY: Create Session Window
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Linux is an open-source operating system similar to Unix.

The IDS500 Controller runs a Linux operating system. This section provides information on
working with the files, directories and applications on the IDS500 Controller, using Linux.

You can use the following shell applications to access the operating system on the IDS500

Controller:

1 IVT Telnet, if you are connected using a serial cable.
1 PuTTY, if you are connected using a network.

This section provides information on some basic functions you can perform from the Linux
command prompt, such as navigating the file system and editing files.

Linux Commands vs Windows DOS Commands

Table 1 displays a comparison of some common commands in Linux and Windows.

Windows DOS

Linux Command Command Description

/ \ This is the path separator.

* * ¥ Used in file specification as a wildcard. For example,
rm * in Linux is the same as del *.* in Windows.

. Back

cat type Prints the contents of a file to the screen.

cd cd Changes the current working directory to the specified
directory.

cp copy Copies a file as another file, or copies files to a
directory. If the destination is an existing file, this
command overwrites the file. If the destination is an
existing directory, this command copies the file into
the directory.

cp -r Xcopy Copies all files in a directory recursively.

grep find Finds specific groups of files in a directory hierarchy.

ifconfig ipconfig Displays or configures a network interface. **

Is dir Lists contents of a directory. If no directory name is
given, this command lists the files in the current
directory.

Is -r tree Lists contents of a directory recursively.

mount subst v: Mounts a drive letter to a directory on the hard drive.

c:\directory\path

July 2008
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Windows DOS
Linux Command Command Description
shutdown -r now reboot Reboots the system.
rm del Deletes one or more files.
rm-r deltree Deletes all directories and files below the specified

directory. ***

Table 17 Linux Commands vs Windows DOS Commands

** You use the ifconfig command to assign an IP address to the IDS500 controller and configure the
network parameters. Without arguments, ifconfig displays the current configuration for the IDS500
controller and other network interfaces.

*** Using the rm -r command on the root (/) directory deletes the entire file system.

Get Help on a Command

The --help command enables you to view information on how to use a command when you are

working in the command prompt.
To get help:
1. Enter [command] --help.

2. Press the Enter key to view a description of the command and associated options.

Example:

This example shows help for the Is command.

| #
[#]1s
BusyBox

Usage: Is

-- help
v1.1.0 (2007.09.13

[ - 1AacCdeFilnpLRrSsTtuvwxXhk] [filenames...]

List directory contents

Options:

-1 listfiles in a single column

-A donotlistimplied . and ..

-a donot hide entries starting with .
-C list entries by columns

-c  with - I: show ctime
-- color[={always,never,auto}] to control coloring
-d list directory entries instead of contents

-e list both full date and full time
-F append indicator (one of */=@]|) to entries

-i list the i

-1 use along listing format

-n  list numeric UIDs and GIDs instead of names
-p append indicator (one of /=@]) to entries

-L  list entries pointed to by symbolic links

- 10:47+0000) multi - call binary

- node for each file

14
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-R listsu bdirectories recursively

-r  sort the listing in reverse order

-S  sort the listing by file size

-s list the size of each file, in blocks

- T NUM assume Tabstop every NUM columns

-t with - I: show mo dification time

-u  with - I: show access time

-v  sort the listing by version

-w NUM assume the terminal is NUM columns wide

-x list entries by lines instead of by columns

- X  sort the listing by ex tension

-h  print sizes in human readable format (e.g., 1K 243M
2G)

[ #

List the Files and Directories in a Directory

The Is command enables you to view the contents of a directory. If you do not specify a
directory name in the command, Is lists the sub-directories and files in the current directory.

To list the contents of the current directory:

1. Enterls.
2. Press the Enter key to view a list of the contents of the current directory.

Example:

This example shows the contents of the root directory.

| #

[#1s

bin etc lib mnt proc shin sms usr
dev  home linuxrc opt root sdram sys var
| #

To list the contents of a specific directory:

1. EnterlIs [directory].
2. Press the Enter key to view a list of the contents of the specified directory.

Example:

This example shows the contents of the etc directory.

| #

[ #1s etc

chatscripts host.conf  init.d ppp

smsd.conf

crontabs hostname inittab proftpd.conf termcap
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dropbear hosts nsswitch.conf protocols

udhcpc.conf

fstab httpd.conf  passwd resolv.conf
watchdog.conf

group inetd.conf  passwd - services
| #

List the Sub-directories of a Directory

You can add options to the Is command to view only the sub-directories of a directory.

To list the sub-directories of the current directory:

1. Enterls -dalF.
2. Press the Enter key to view a list of the directories in the current directory.

This example shows the sub-directories of the root directory.

| #

[# s - dalF

drwxr - Xr - X 18 root root 0 Jan 1 1970 ./
| #

To list the sub-directories of a specific directory:

1. Enterls -dalF [directory].
2. Press the Enter key to view a list of the directories in the specified directory.

Example:

This example shows the sub-directories of the etc directory.

| #

[#]1s - dalF etc

drwxr -xr -x 7 root root 0 Feb 6 11:29 etc/
| #

16
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List the Files in a Directory

You can add options to the Is command to view only the files in a directory.
To list the files in the current directory:

1. Enterls -alF.
2. Press the Enter key to view a list of the files in the current directory.

Example:

This example shows the files in the root directory.

| #

[#1s - alF

drwxr -xr-x 18root root 0OJan 1 1970./

drwxr -xr -x 18root root O0Jan 1 1970../

-rwxr -xr-x lroot root 58Jun15 2007 .profile*

drwxr -xr-x 2root root 0O Sep20 2007 bin/

drwxr -xr -x 4root root 0 Feb 7 10:16 dev/
drwxr -xr-x 7root root OFeb 611:29 etc/

drwxr -xr-x 3root root 0 Sep20 2007 home/

drwxr -xr-x 3root root O Sep20 2007 lib/

Irwxrwxrwx 1root root 11 Jun 15 2007 linuxrc ->
bin/busyb  ox*

drwxr -xr-x 3root root O Sep20 2007 mnt/

drwxr -xr-x 2root root O Sep20 2007 opt/
dr-xr-xr-x 38root root O0Jan 1 1970 proc/

drwxr -xr-x 4root root OFeb 710:16 root/

drwxr -xr -x 2root root 0 Sep 20 2007 shin/
drwxr -xr-x 2root root O Sep20 2007 sdram/

drwxr -xr-x 8root root 0O Sep20 2007 sms/

drwxr -xr-x 10root root O0OJan 1 1970 sys/

drwxr -xr-x 5root root O Sep20 2007 usr/

drwxr -xr-x 7r oot root OFeb 606:28 var/

[ #

To list the files in a specific directory:

1. Enterls -alF [directory].
2. Press the Enter key to view a list of the files in the specified directory.

Example:

This example shows the files in the etc directory.

| #

/| #Is -alFetc

drwxr -xr -x 7root root O Feb 611:29 ./

drwxr - xr -x 18root root 0Jan 1 1970../

drwxr -xr -x 2root root 0 Sep 20 2007 chatscripts/

drwxr -xr -x 2root root 0 Sep 20 20 07 crontabs/
drwxr -xr -x 2root root 0 Jun 15 2007 dropbear/

-IW-rF-- I -- 1root root 211 Sep 13 2007 fstab

July 2008
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SIW- - T -

SIW-r-- 1 --
SIrW-r-- 1 --
SIW-r-- 1 --
-IW-r-- f--
-IW-r-- f--
drwxr - xr - X
- WX - XI - X
SIW-r-- 1 --

nsswitch.conf
-ITW-T--T--
-ITW-T - -
drwxr - Xr - x
-ITW-T - -
- TWXI - XI - X
-ITW-T--T--
- TWXI - XTI - X
-ITW-T - -
- TWXI - XTI - X
- TWXI - XI - X
-ITW-T-- -

watchdog.conf

[ #

1 root
1 root
1 root
1 root
1 root
1 root
2 root
1 root
1 root

1 root

1 root
2 root

1 root
1 root

1 root
1 root

1 root
1 root
1 root

1 root

root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root
ro
root
root

352 Sep 13 2007 group
13 Sep 13 20 07 host.conf
8 Sep 13 2007 hostname

202 Sep 13 2007 hosts

3330 Sep 13 2007 httpd.conf

1464 Sep 13 2007 inetd.conf

0 Jun 15 2007 init.d/
252 Sep 13 2007 inittab*
343 Sep 13 2007

763 Feb 6 11:29 passwd
776 Sep 13 2007 passwd -
0 Sep 20 2007 ppp/
1062 Sep 13 2007 proftpd.conf
2030 Sep 13 2007 protocols*
0 Feb 7 10:16 resolv.conf
13288 Sep 13 2007 services*
429 Sep 13 2007 smsd.conf
ot 3924 Sep 13 2007 termcap*
917 Sep 20 2007 udhcpc.conf*
1061 Sep 13 2007

List Files or Directories Starting with a Specific Character

You can add options to the Is command to view only files or directories that begin with a specific
character. To view the options you can use, view the Is command help in the command prompt.

To list all directories starting with a specific character:

1. EnterIs -dalF [character]*.
2. Press the Enter key to view a list of files that begin with the specified character.

Example:

This example shows all directories starting with the letter s, in the root directory.

| #

[#ls - dalF s*
drwxr -xr -x 2 root
drwxr -xr -x 2 root
drwxr -xr -x 8 root

drwxr -xr -x 10 root

[ #

root

root

root
root

0 Sep 20 2007 shin/
0 Sep 20 2007 sdram/
0 Sep 20 2007 sms/
0Jan 1 1970 sys/

To list all files starting with a specific character:

1. EnterlIs -alF [character]*.
2. Press the Enter key to view a list of files that begin with the specified character.
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Example:

This example shows all files starting with the letter o, in the ppp directory.

| #

[ # cd /etc/ppp

letc/ppp #

letclppp  #ls

chap - secrets ip - down options.isp

connect - errors ip -up pap - secrets
gprs.chat options resolv.conf

letc/ppp #

letc/ppp # Is - alF o*

-ITW-r--r-- 1root root 13208 Sep 13 2007 options
-IW-T-- T - 1 root root 505 Sep 13 2007 options.isp
letc/ppp #

Open a Directory

The cd command enables you to change your current working directory.
To change directories:

1. Enter cd [directory].
2. Press the Enter key to change the directory.

Example:

This example shows changing from the root directory to the etc directory.

| #
[ # cd etc
letc #

This example shows changing from the etc directory to the root directory.

letc #
letc # cd
| #

| #

Identify the Directory you are Currently Working In

The pwd command enables you to view the full path of the current working directory.
To see what directory you are currently working in:

1. Enter pwd.
2. Press the Enter key to view the current directory name.
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Example:

This example shows that the current directory is etc.

letc #

/etc # pwd
letc

letc #

Create a Directory

The mkdir command enables you to create a new directory.
To create a directory:

1. Enter mkdir [directory].
2. Press the Enter key to create the directory.

Example:

This example shows creating the myfolder directory.

| #

[ # mkdir myfolder

| #

[#1s

bin home  mnt proc  sdram usr
dev lib myfolder root sms var
etc linuxrc opt shin  sys

| #

Use the Is command to check that you have successfully created a directory.

Delete a Directory

The rmdir command enables you to remove a directory. To delete a directory, the directory must

be empty, and you must be i
To delete a directory:

1. Enter rmdir [directory].
2. Press the Enter key to delete the directory.

n

t he

directoryds
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Example:

This example shows deleting the myfolder directory.

| #

[ # rmdir myfolder

| #

[#1s

bin etc Ilib mnt proc shin sms usr

dev  home linuxrc opt root sdram sys var
| #

1 If the directory is not empty, use rm -r to remove the directory and all its contents, including sub-
directories. Use this command with caution.

1 Use the Is command to check that that you have successfully deleted a directory.

Create a File
The touch command enables you to create a new file, if the file does not exist. If you touch an

existing file, you update the filebs access
date.

To create a file:

1. Enter touch [file].
2. Press the Enter key to create the file.

Example:

This example shows creating the myfile file.

| #

/ # touch myfile

[ #

[#1s

bin home mnt proc sdram usr

dev lib myfile root sms var

etc linuxrc opt  shin sys
[ #

Use the Is command to check that that you have successfully created a file.
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Delete a File

The rm command enables you to remove a file.
To delete a file:

1. Enter rm [file].
2. Press the Enter key to delete the file.

Example:

This example shows deleting the myfile file.

| #

[ # rm myfile

| #

[#1s

bin etc lib mnt proc sbhin sms usr

dev  home linuxrc opt root sdram sys var
| #

1 Use rm -i to receive a confirmation prompt and protect against accidentally deleting files.

1 Use the Is command to check that that you have successfully deleted a file.

Using the rm -r command on the root (/) directory deletes the entire file system.

View the Contents of a File

The cat command enables you to view the contents of a file.
To view the contents of a file:

1. Enter cat [file].
2. Press the Enter key to view the contents of the file.

Example:

This example shows the contents of the name_site file.

/sms #
/sms # cat name_  site
TestSite

/sms #

You can also use cat to create a file and write text to the file. Use the > operator to combine
several files into a new file, or >> to append files to an existing file. When appending to an

existing file, press Ctrl+D, to end the session.

22
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To create a file and write text to the file:

1. Enter cat > [file].

2. Press the Enter key to create the file.

3. Type the text you want the file to contain.

4. Press the Ctrl+D key to terminate the file entry and save the file.
Example:

This example shows creating the myfile and myotherfile files, and writ

Part | - Working with Linux

ing text to the files.

I#

[ # cat > myfile

Hello! This is my file.

<Ctrl+D>

| #

[ # cat > myotherfile

This is my other file.

<Ctrl+D>

| #

[#1s

bin home mnt opt shin sys
dev lib myfile proc sdram usr
etc linuxrc  myotherfile root sms var
| #

To view the contents of a file:

1. Enter cat [file].
2. Press the Enter key to view the contents of the file.

Example:

This example shows the contents of the myfile and myotherfile files.

[ #

[ # cat myfile

Hello! This is my file.
[ #

| # cat myotherfile
This is my other file.
| #

This example shows combining the contents of the myfile and myother
file.

file files into the myfile

| #

[#ca t>>myfile myotherfile

| #

[ # cat myfile

Hello! This is my file. This is my other file.
| #
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[#ls

bin home mnt opt shin sys

dev lib myfile proc sdram usr

etc linu xrc  myotherfile root sms var
[ #

Preview the Contents of a File

The less command enables you to preview and page through the contents of a large file.

To preview and scroll through a file:

1. Enter less [file].
2. Press the Enter key to preview the file.

Example:

This example shows a preview of the messages file.

| #
| # less /etc/services
| #

# Network services, Internet style

#

# Note that it is presently the policy of IANA to assign a single
well - known

# port number for both TCP an d UDP; hence, officially ports have two
entries

# even if the protocol doesn't support UDP operations.

#

# Updated from http://www.iana.org/assignments/port - numbers and

other sources.

# New ports will be added on request if they have been officially
assign ed

# by IANA or are needed by a debian package.

# If you need a huge list of used numbers please install the nmap
package.

tcpmux l/tep # TCP port service multiplexer
echo 7ltcp

echo 7/udp

discard 9/t cp sink null

discard 9/udp sink null

systat 11/tcp users

daytime 13/tcp
daytime 13/udp
netstat 15/tcp

gotd 17/tcp quote

msp 18/tcp # message send protocol
msp 18/udp # message send protocol
/etc/services

24

July 2008



Part | - Working with Linux

Preview the Last Ten Lines of a File

The tail command enables you to preview the last ten lines of a large file. You can preview
more lines, using the -number option.

To preview the last ten lines of a file:

1. Enter tail [files].
2. Press the Enter key to preview the last ten lines of the file.

Example:

This example shows the last ten lines of the messages file.

| #

/ # tail /var/log/messages

Feb 15 05 :39:50 1dS500 user.info kernel: usb 1 - 2: new low speed USB
device using at91_ohci and address

3

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device descriptor
read/64, error -110

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device descriptor
read/6 4, error -110

Feb 15 05:39:50 1dS500 user.info kernel: usb 1 - 2: new low speed USB
device using at91_ohci and address

4

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device not

accepting address 4, error - 110

Feb 15 05:39:50 1dS500 user.info kernel: usb 1- 2: new low speed USB
device using at91_ohci and address

5

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device not

accepting address 5, error - 110

Feb 15 05:39:50 1dS500 user.info kernel: ethO: Link down.

Feb 15 05:39:58 1dS500 user.notice discoveryd: Application started.
Feb 15 05:40:26 1dS500 daemon.info init: Starting pid 73, console

/dev/ttyS0: '/bin/sh’

| #

This example shows the last twenty lines of the messages file.

| #
/ # tail - 20 /var/log/messages
Feb 15 05:39:50 1dS500 user.info kernel: i 2c¢c: m41t00 found at 68

Feb 15 05:39:50 1dS500 user.info kernel: TCP bic registered

Feb 15 05:39:50 1dS500 user.info kernel: NET: Registered protocol
family 1

Feb 15 05:39:50 1dS500 user.info kernel: NET: Registered protocol
family 17

Feb 15 05:39:50 1dS500 user.info kernel: m41t00 rtc time get
Feb 15 05:39:50 1dS500 user.warn kernel: VFS: Mounted root (jffs2
filesystem).

Feb 15 05:39:50 1dS500 user.info kernel: Freeing init memory: 92K
Feb 15 05:39:50 1dS500 user.info kernel: usb 1 - 2: new low speed USB
devi ce using at91_ohci and address 2
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Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device descriptor
read/64, error -110

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device descriptor
read/64, error -110

Feb 15 05:39:50 1dS500 user.info kernel: usb 1 -2: new low speed USB
device using at91_ohci and address 3

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device descriptor
read/64, error -110

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device descriptor
read/64, error -110

Feb 15 05:39:50 1dS500 use r.info kernel; usb 1 - 2: new low speed USB
device using at91_ohci and address 4

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device not

accepting address 4, error -110

Feb 15 05:39:50 1dS500 user.info kernel: usb 1 - 2: new low speed USB
device using at91 _ohci and address 5

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device not

accepting address 5, error -110

Feb 15 05:39:50 1dS500 user.info kernel: ethO: Link down.

Feb 15 05:39:58 1dS500 user.notice discoveryd: Application started.

Feb 15 05:40:26 Id S500 daemon.info init: Starting pid 73, console

/dev/ttyS0: '/bin/sh’

I #

Edit the Contents of a File

The vi command enables you to edit the contents of a file. For more information, see the
Editing Files with vi section on page 69.

Copy a File as another File or Copy a File to a Directory

The cp command enables you to copy a file as another file, or copy a file to a directory.
To copy a file as another file:

1. Enter cp [options] [filel] [file2].
2. Press the Enter key to copy the file as the specified file.

Example:

This example shows copying the myfile file as the myfilecopy file.

| #

[#]1s

bin home mnt opt shin sys
dev lib myfile proc sdram u
etc linuxrc  myotherfile root sms var
| #

[ # cp myfile myfilecopy

| #

[#1s

bin lib myfilecopy root sys

dev linuxrc  myotherfile sbin usr

sr
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etc mnt opt sdram var
home myfile proc sms
| #

To copy a file to a directory:

1. Enter cp [options] [file] [directory].
2. Press the Enter key to copy the file to the specified directory.

Example:

This example shows copying the myfilecopy file to the home directory.

| #

[ # cp myfilecopy home

| #

[ #1s home

admin myfilecopy

| #

[#1s

bin lib myfilecopy root sys
dev linuxrc  myotherfile sbin usr
etc mnt opt sdram var
home myfile proc sms

| #

Move a File or Directory to a Directory

The mv command enables you to move a file to a directory.
To move a file or directory to a directory:

1. Enter mv [options] [file] or [directory] [destinationdirectory].
2. Press the Enter key to move the file to the specified directory.

Example:

This example shows moving the myotherfile file from the root directory to the home directory.

| #

[ #1s home

admin myfilecopy

| #

[#1s

bin lib myfilecopy root sys
dev linuxrc  myotherfile sbin usr
etc mnt opt sdram var
home myfile proc sms

| #

[ # mv myotherfile home

| #

[ #1s home
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admin m yfilecopy myotherfile

| #

[#1s

bin home mnt opt shin sys
dev lib myfile  proc sdram usr
etc linuxrc  myfilecopy root sms var
| #

This example shows moving the mydirectory directory from the root directory to the
myotherdirectory directory.

| #

[#1s

bin lib myotherdirectory proc sms

dev linuxrc myfile root Sys

etc mnt m yfilecopy sbin usr
home mydirectory opt sdram var

| #

[ # mv mydirectory myotherdirectory

| #

[#1s

bin lib myfile root sys

dev linuxrc myfilecopy shin usr
etc mnt opt sdram var

home myotherdirectory proc sms

| #

/ # Is Imyotherdirectory

mydirectory

| #

Use myv -i to receive a confirmation prompt and protect against accidentally overwriting files.

Search for a File

The find command enables you to search for files in a directory hierarchy. If you specify a path,
find descends the directory tree beginning at the specified path and locates files that meet the
specified conditions. If you do not specify a path, the default path is the current directory.

To find files:

1. Enterfind [path] [conditions].
2. Press the Enter key to view a list of files that match your search conditions.

Example:

This example shows all files starting with the letters sy, in all sub-directories of the root
directory.

| #
[/ # find - hame "sy*"
.Jbin/sync
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Isys

.Isys/devices/system

Jusr/local/lib/python2.4/symbol.pyc
Jusr/local/lib/python2.4/lib - dynload/syslog.so
Jusr/local/lib/python2.4/symtable.pyc

Jpr oclsys

proc/sysvipc

Isbin/syslogd

sbin/sysctl

Jroot/www/system_messages.txt

| #

/ # find -- help

BusyBox v1.1.0 (2007.09.13 - 10:47+0000) multi - call binary

Usage: find [PATH...] [EXPRESSION]

Search for files in a directory hierarchy. The default PATH is
the current directory; default EXPRESSION is ' - print'

EXPRESSION may consist of:
- follow Dereference symbolic links
- name PATTERN File name (leading directories removed)

matches
PATTERN
- print Print (default and assumed)
- type X Filetype matches X (where X is one of:
f,dl,b,c,...)
- perm PERMS  Permissions match any of (+NNN); all of ( -
NNN);
or exactly (NNN)
- mtime TIME  Modified time is greater th an (+N); less
than (
N);
or exactly (N) days
- newer FILE  Modified time is more recent than FILE's
-inum N File has inode number N
- exec CMD Execute CMD with all instances of {}
replaced by
t he files matching EXPRESSION
| #

Link a File to Another Name

The In command enables you to create a link for a file so you can access the file using a
different name.

You can create either a symbolic or hard link. A symbolic link enables you to link to any file on
any file system, while a hard link links to the file on the current file system only. To create a
symbolic link, use the -s option. If you do not specify a symbolic link, the link is a hard link by
default.
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To create a file link:

1. Enter In [options] sourcename [destinationname].
2. Press the Enter key to create a link between the files.

Example:

This example shows linking the /etc/ppp directory to the web name, so it is accessible using
the web name.

| #

[#1s

bin etc lib mnt proc shin sms usr
dev  home linuxrc opt root sdram sys var

| #

[ #1s letc

chatscripts host.conf  init.d ppp

smsd.conf

crontabs hostname inittab proftpd.conf termcap
dropbear hosts nsswitch.conf protocols udhcpc.conf
fstab httpd.conf passwd resolv.conf watchdog.conf
group inetd.conf  passwd - services
| #

[#1n - s /etc/ppp web

| #

[#1s

bin home mnt root sms var
dev lib opt sbin sys web
etc  linuxrc proc sdram usr

| #

[ #1s web

web

| #

Identify the Current Login Name

The whoami command enables you to view your current user name. This is the name you used
to log on to the IDS500 Controller.

To view the current userds |l ogin name:

1. Enter whoami.
2. Press the Enter key to view your user name you.

Example:

This example shows that the current user name is root.

| #

| # whoami
root

| #
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The ps command enables you to view a list of processes currently running on the IDS500

Controller.
To view active processes:

1. Enter ps.

2. Press the Enter key to view a list of active processes.

Example:

This example shows a list of active processes.

| #
| # ps
PID Uid VmSize Stat Command
1 root 564 S init
2 root SWN [ksoftirqd/0]
3 root SW< [events/0]
4 root SW< [khelper]
5 root SWx [kthread]
6 root SW< [kblockd
7 root SW< [khubd]
8 root SW< [kseriod]
9 root SW [pdflush]
10 root SW [pdflush]
11 root SW [kswapd0]
12 root SW< [aio/0]
13 root SW«< [cifsoplockd]
14 root SW«< [cifsdnotifyd]
15 root SW [mtdblockd]
16 root SW< [at91_spi.0]
17 root SW< [m41t00]
18 root SWN [jffs2_gcd_mtd1]
35 root 444 S /sbin/syslogd
37 root 420 S /sbin/klogd
58 root 208 S /shin/udhcpc
/etc/udhcpc.conf
61 root 604 S /usr/shin/inetd
64 root 200 S /usr/sbin/httpd
/etc/httpd.conf
68 root 408 S /usr/sb
72 root 452 S Jusr/sbin/crond
/dev/null
220 root 652 S -sh
389 root 580R ps
| #

/0]

-m0 -s64 -b4

-bq -HIdS500 -s

- h /root/www -C

in/discoveryd
- ¢ /etc/crontabs -L

July 2008

31



Part | - Working with Linux

View a List of Active Processes Containing Specific Characters

You can add options to the ps command to view only processes that contain specific characters
in their name. In this case, you use the grep command to search for processes that match the
required characters.

To view active processes that contain specific characters:

1. Enter ps | grep [characters].
2. Press the Enter key to view a list of active processes that contain the specified characters.

Example:

This example shows all active processes that contain http in their name.

| #
[ # ps | grep http
64 root 200 S /usr/sbin/httpd -h/roottww w -c
/etc/httpd.conf
457 root 440 S grep http
| #

Start a Job

Jobs are processes that you started and that are still running in the background.

To start a job:

1. Enter the command for the process you want to start, such as tail -f /var/log/messages &.
2. Press the Enter key to start the job.

Example:

This example shows starting the tail process to run in the background.

| #

/ # tail - f lIvar/log/messages &

/ # Feb 15 05:39:50 1dS500 user.info kernel: usb 1 - 2: new low speed
USB device using at91_oh ci and address 3

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device descriptor
read/64, error -110

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device descriptor
read/64, error -110

Feb 15 05:39:50 1dS500 user.info kernel: usb 1 - 2: new low speed U SB
device using at91_ohci and address 4

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device not

accepting address 4, error -110

Feb 15 05:39:50 1dS500 user.info kernel: usb 1 - 2: new low speed USB
device using at91_ohci and address 5

Feb 15 05:39:50 IdS 500 user.err kernel: usb 1 - 2: device not

accepting address 5, error -110

Feb 15 05:39:50 1dS500 user.info kernel: ethO: Link down.
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Feb 15 05:39:58 1dS500 user.notice discoveryd: Application started.

Feb 15 05:40:26 1dS500 daemon.info init: Starting pid 73, console
/dev/ttyS0: '/bin/sh’

| #

Use the & option to set the job to run in the background.

View a List of Active Jobs

Jobs are processes that you started and that are still running in the background. The jobs
command enables you to view list of jobs currently running on the IDS500 Controller.

To view active jobs:

1. Enterjobs.
2. Press the Enter key to view a list of active jobs.

Example:

This example shows starting the tail process to run in the background, and identifying the job
using the jobs command.

I #

/ # tail - f Ivar/log/messages &

/ # Feb 15 05:39:50 1dS500 user.info kernel: usb 1 - 2: new low speed
USB device using at91_ohci and address 3

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device descriptor
read/64, error -110

Feb 15 05:39:50 IdS 500 user.err kernel: usb 1 - 2: device descriptor
read/64, error -110

Feb 15 05:39:50 1dS500 user.info kernel: usb 1 - 2: new low speed USB
device using at91_ohci and address 4

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device not

accepting address 4, er ror -110

Feb 15 05:39:50 1dS500 user.info kernel: usb 1 - 2: new low speed USB
device using at91_ohci and address 5

Feb 15 05:39:50 1dS500 user.err kernel: usb 1 - 2: device not

accepting address 5, error -110

Feb 15 05:39:50 1dS500 user.info kernel: ethO: Lin k down.

Feb 15 05:39:58 1dS500 user.notice discoveryd: Application started.

Feb 15 05:40:26 1dS500 daemon.info init: Starting pid 73, console

/dev/ttyS0: '/bin/sh’

| #

/ # jobs

[1] + Running tail - f lvar/log/messages

| #

Stop a Process or Job

The pkill and kill commands enable you to stop a specific active process or job, using the
process ID (pid).
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To stop an active process or job:

1. Enter pkill [pid] or Kill [pid].
2. Press the Enter key to stop the active process or job.

Example:

This example shows stopping the tail job.

[ #
[ # pkill tail
Terminated

[1] + Terminated tail - f lvar/log/messages
| #

Use the killall command to end all processes.

You must own a process or be a privileged user to stop a process. For more information on user
permissions, see the Change File and Directory Permissions section on page 36, and the Change
File and Directory Ownership section on page 41.

Locate a System Command

The which command enables you to view the location of system commands.
To view the location of a system command:

1. Enter which [options] [--] [commands].
2. Press the Enter key to view the location of the command.

Example:

This example shows the location of the sqlite3 command.

| #

/ # which sqlite3
/bin/sqlite3

| #
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View a List of System Variables

The set command enables you to view a list of current system variables.
To view a list of system variables:

1. Enter set.
2. Press the Enter key to view a list of system variables.

Example:

This example shows a list of system variables.

| #

| # set
HISTFILE=".ash_history'
HOME="/"

IFS=

PATH='"/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin’
PPID="1'
PS1="\w \$'
PS2=">"
PS4="+"
PWD="'
SHELL="/bin/sh’
TERM='vt102'
USER-"root'
_='man’

I #

Display Text or the Value of Variable on Screen

The echo command displays a string as text, or displays the value of a variable. This is useful
for producing diagnostics in command files and for displaying the contents of system variables.

To echo a string:

1. Enter echo [options] [string].
2. Press the Enter key to view the string.

Example:

This example shows echoing the text Hello World on screen.

| #

/ # echo Hello World
Hello World

| #
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This example shows repeating the system path on screen.

[ #

/ # echo $PATH
/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin
[ #

A colon (;) shows separate paths. For example, the following contains five paths:

/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin

Change File and Directory Permissions

The chmod command enables you to change the access permissions of one or more
directories or files.

Permissions are set at a user level. These are:

1 Owner
This is the user that owns the directory or file.
1 Group
This is the group of users that own the directory or file.
1 Other
This is all users that are not the owner or a member of the group that owns the directory or
file.

When you set permissions for users, you enable or disable the following actions:
1 Read
T Write

1 Execute or Search

The execute action applies to file permissions, and the search action to directory permissions.

Linux calculates the permissions as a humber. To set permissions, you must first calculate the
applicable permissions number, using the following table:

Owner Group Other
Read =4 X X X
Write =2 X
Execute / Search = 1 X X X
Total: 7 5 5
4+2+1) 4+1) (4+1)

Table 27 Linux Permissions Calculation Table
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When you configure file permissions, some permissions numbers are:

1 777 - this enables all users to read, write and execute.

1 755 - this enables the owner to perform all actions, and the group and other users to read
and execute only.

I 644 - this enables the owner to read and write only, and the group and other users to read
only.

When you configure directory permissions, some permissions numbers are:

1 777 - this enables all users to read, write and search.
1 755 - this enables the owner to perform all actions, and the group and other users to read
and search only.

Some typical permission settings are:

755 - for cgi scripts.

666 - for data files.

644 - for configuration files that scripts do not update.

777 - for directories, with appropriate permissions on the files in the directory.

= =& —a -

chmod a script to 400 if you want to disable it. You can always chmod it to 755 when you want to run it
again.

When you view the contents of a directory, the details of each file displays in columns, in the
format: [permissions] [owner] [group] [size] [date modified] [file name].

Example:

This example shows the files in the admin directory.

| #
/ # cd /home/admin
/home/admin #

/home/admin # Is -alF

drwxr -xr -x 2root root 0 Sep 20 2007 ./

drwxr -xr -x 3root root 0Jul 206:51 ../

-IW-rF-- T -- 1root root 1847 Sep 13 2007 getdb.py
-IW-r-- - 1root root 8712 Sep 13 2007

improxserial.py
- rwxr - xr - X 1 myowner myusergroup 56 Sep 13 2007 mailsend*

-rwxr -xr -x 1root root 55 Sep 13 2007
make_sdram_new*

-rW-r--r-- 1root root 99 Sep 13 2007 message.txt
-rW-r--r-- 1root root 2436 Sep 13 2007
pysafewrite.py

-rwxr -xr -x 1lroot root 127 Sep 13 2007 strength*
-IW-rF-- T -- 1root root 592 Sep 13 2007 testdb.sql
-IW-rF-- T -- 1 root root 590 Sep 13 2007 testmulti.py
-rW-r--r-- 1root root 1143 Sep 13 2007
testmulti2.py

-IW-r--r-- 1root root 391 Sep 13 2007

threadmutex.py
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-rW-r--r-- 1root root 1018 Sep 13 2007
write _test.py
-IW-r--r-- 1root root 272 Sep 13 2007

write_time.py
/home/admin #

As shown above, the permissions for the mailsend file are:

-rwxr - xr -x 1 myowner myusergroup 56 Sep 13 2007 mailsend*

To identify the permissions for each user type, group the permission values into groups of three, such
as: (rwx)(r-x)(r-x).

So:

I The owner has read (r), write (w) and execute (X) permissions.
1 The group has read (r) and execute (x) permissions.

I Other users have read (r) and execute (x) permissions.

1 The owner of the file is myowner.

I The group that owns the file is myusergroup.

To set the permissions of a directory or file:

1. Enter chmod [options] mode directory or I.
2. Press the Enter key. The permissions of the specified directory or file are changed.

Example:

This example shows creating the myfile file in the admin directory. And then changing the
default permissions from rw-r--r-- to rwxr-xr-x (755).

| #

/ # cd /home/admin

/home/admin #

/home/admin # touch myfile

/home/admin #

/home/adm in # Is - alF

drwxr -xr -x 2root root 0 Jul 23 07:26 ./

drwxr -xr -x 3root root 0Jul 206:51 ../

-rW-r--r-- 1root root 1847 Sep 13 2007 getdb.py
-IW-r-- - 1root root 8712 Sep 13 2007

imp roxserial.py

-rwxr -xr-x lroot root 56 Sep 13 2007 mailsend*
-rwxr -xr -x 1lroot root 55 Sep 13 2007
make_sdram_new*

-rW-r--r-- 1root root 99 Sep 13 2007 message.txt
-IW-rf-- I -- 1root root 0 Jul 23 07:26 myfile
-IW-r--r-- 1root root 2436 Sep 13 2007
pysafewrite.py

-rwxr -xr -x 1lroot root 127 Sep 13 2007 strength*
-IW-T-- - 1root root 592 Sep 13 2007 testdb.sql
-IW-T-- - lroot r oot 590 Sep 13 2007 testmulti.py
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-rW-r--r-- 1root root 1143 Sep 13 2007
testmulti2.py

-IW-r-- - 1root root 391 Sep 13 2007
threadmutex.py

-ITW-r--r-- 1l root root 1018 Sep 13 2007
write_test.py

STW-F--f-- 1root root 272 Sep 13 2007

write_time.py

/home/admin #

/home/admin #

/home/admin # chmod 755 myfile
/home/admin #

/home/admin # Is -alF

drwxr -xr -x 2root root 0 Jul 23 07:26 ./

drwxr - xr -x 3root root 0Jul 206:51 ../
-IW-T-- T - 1lroot root 1847 Sep 13 2007 getdb.py
-IW-r-- - 1root root 8712 Sep 13 2007
improxserial.py

-rwxr -xr-x lroot root 56 Sep 13 2007 mailsend*
-rwxr -xr-x 1root ro ot 55 Sep 13 2007
make_sdram_new*

-rW-r-- T -- 1root root 99 Sep 13 2007 message.txt
-rwxr -xr-x lroot root 0 Jul 23 07:26 myfile*

-rW-r-- T -- 1root root 2436 Sep 13 2007
pysafewrite.py

-rwxr -xr-x 1root root 127 Sep 13 2007 strength*
-IW-rF - f-- 1lroot root 592 Sep 13 2007 testdb.sql
-IW-rF - f-- 1lroot root 590 Sep 13 2007 testmulti.py
-rW-r-- T -- 1root root 1143 Sep 13 2007

testmu Iti2.py

-ITW-r--T1-- lroot root 391 Sep 13 2007
threadmutex.py

-rW-r-- T -- 1root root 1018 Sep 13 2007
write_test.py

-ITW-r--1r-- 1lroot root 272 Sep 13 2007

write_time.py
/home/admin #

When you configure permissions, some useful switches are:

u - owner
g - group
o - others
a-all

= =4 —a A

Using these switches, you can quickly configure permissions as follows:

 o-r - this denies other users read access to the file.
9 a+w - this allows all users write access to the file.
1 u+x - this allows the owner execute access to the file.
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Example:

This example shows changing the permissions for the myfile file to deny other users read
access to the file: rwxr-x--x.

/home/admin #

/home/admin # Is -alF

drwxr -xr -x 2root roo t 0 Jul 23 07:26 ./

drwxr - xr -x 3root root 0Jul 206:51 ../

-IW-T-- T - 1lroot root 1847 Sep 13 2007 getdb.py
-IW-r-- - 1root root 8712 Sep 13 2007
improxserial.py

-rwxr -xr-x 1lroot roo t 56 Sep 13 2007 mailsend*
-rwxr -xr-x 1root root 55 Sep 13 2007
make_sdram_new*

-IW-r-- - 1root root 99 Sep 13 2007 message.txt
-rwxr -xr -x 1lroot root 0 Jul 23 07:26 myfile*

-ITW-r--T1-- 1lroot root 2436 Sep 13 2007
pysafewrite.py

-rwxr -xr-x 1root root 127 Sep 13 2007 strength*

-IW-rF-- - 1root root 592 Sep 13 2007 testdb.sql
-IW-rF - f-- 1root root 590 Sep 13 2007 testmulti. py
-ITW-r--T1-- 1lroot root 1143 Sep 13 2007

testmulti2.py

-ITW-r--T1-- 1lroot root 391 Sep 13 2007
threadmutex.py

-rW-r-- T -- 1root root 1018 Sep 13 2007

write_test.py

-ITW-r--T1-- 1lroot root 272 Sep 13 2007

write_time.py
/home/admin #

/home/admin # chmod o - r myfile

/home/admin #

/home/admin # Is -alF

drwxr -xr -x 2root root 0 Jul 23 07:26 ./

drwxr -xr -x 3root root 0Jul 206:51 ../

-IW-rF-- T -- lroot roo t 1847 Sep 13 2007 getdb.py
-ITW-r--1r-- 1root root 8712 Sep 13 2007
improxserial.py

-rwxr -xr-x lroot root 56 Sep 13 2007 mailsend*

-rwxr -xr -x 1lroot root 55 Sep 13 2007

make_sdram_new*

-IrW-r--r-- 1lroot root 99 Sep 13 2007 message.ixt
-rwxr -x-- X lroot root 0 Jul 23 07:26 myfile*

-ITW-r--1r-- 1root root 2436 Sep 13 2007

pysafewrite.py

-rwxr -xr-x 1lroot root 127 Sep 13 2007 streng th*
-rW-r--r-- 1root root 592 Sep 13 2007 testdb.sql
-rW-r--r-- 1root root 590 Sep 13 2007 testmulti.py
-ITW-r--1r-- 1root root 1143 Sep 13 2007

testmulti2.py

-rW-r--r-- 1root root 391 Sep 13 2007
threadmutex.py

-IW-r--r-- 1root root 1018 Sep 13 2007

write_test.py

-rW-r--r-- 1root root 272 Sep 13 2007

write_time.py
/home/admin #
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Change File and Directory Ownership

The chown command enables you to change the ownership of one or more directories or files.
To change the ownership of a directory or file:

1. Enter chown [options] newowner directories or files.
2. Press the Enter key. The ownership of the specified directory or file is changed.

Example:

This example shows creating the myfolder directory in the admin directory. The owner of the
myfolder directory is root, and the group that owns the directory is root. This is because the
user root created the directory.

The example then shows changing the ownership of the directory to admin as the owner, and
admin as the group that owns the directory.

/home/admin #
/home/admin # mkdir myfolder
/home/admin #

/home/admin # Is -alF

drwxr -xr-x 3root root 0Jul2308:10./

drwxr -xr -x 3root root 0Jul 206:51../

-rW-r--r-- lroot root 1847 Sep 13 2007 getdb.py

-rW-r--r-- lroot root 8712 Sep 13 2007 improxserial.py

-rwxr -xr-x 1lroot root 56 Sep 13 2007 mailsend*

-rwxr -xr-x lroot root 55 Sep 13 2007 make_sdram_new*
-rW-r-- T -- lroot root 99 Sep 13 2007 message.txt

drwxr -xr-x 2root root 0 Jul 23 08:10 myfolder/

-rW-r--r-- lroot root 2436 Sep 13 2007 pysafewrite.py

-rwxr -xr-x lroot root 127 Sep 13 2007 strength*
-IW-rF-- T -- lroot root 592 Sep 13 2007 testdb.sql

-IW-rF-- T -- lroot root 590 Sep 13 2007 testmulti.py

-rW-r--r-- lroot root 1143 Sep 13 2007 testmulti2.py

-rW-r--r-- lroot root 391 Sep 13 2007 threadmutex.py
-IW-rF-- T -- lroot root 1018 Sep 13 2007 write_test.py

-IW-rF-- T -- lroot root 272 Sep 13 2007 write_time.py

/home/admin #

/home/admin # chown admin:admin myfolder
/home/admin #

/home/admin # Is - alF

drwxr -xr-x 3root root 0 Jul 23 08:10 ./
drwxr -xr -x 3root root 0 Jul 20651 ../

-rW-r--r-- 1root root 1847 Sep 13 2007 getdb.py
-ITW-r--1r-- 1root root 8712 Sep 13 2007
improxserial.py

-rwxr - xr -x 1root root 56 Sep 13 2007 mailsend*
-rwxr -xr-x 1lroot root 55 Sep 13 2007 make_sdram_new*
-IW-r--r-- 1root root 99 Sep 13 2007 message.tixt
drwxr -xr -x 2admin admin 0 Jul 23 08:10 myfolder/

-IW-rF - - 1 root root 2436 Sep 13 2007 pysafewrite.py
-rwxr -xr -x 1lroot root 127 Sep 13 2007 strength*

-IW-rF-- T -- 1root root 592 Sep 13 2007 testdb.sql
-IW-rF-- I -- 1root root 590 Sep 13 2007 testmulti.py
-IW-rF-- I -- 1 root root 1143 Sep 13 2007 testmulti2.py
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SIW-r-- I - 1root root
-IW-r--t-- 1root root
-IW-r--1-- 1root root

/ home/admin #

391 Sep 13 2007 threadmutex.py
1018 Sep 13 2007 write_test.py
272 Sep 13 2007 write_time.py

Create a File System in SDRAM

When you create a file system, you create a second memory block in SDRAM of the IDS500

Controller.

The custom script file make_sdram_new contains a script that creates the memory block,

known as mtdblock2. This script file is available in the home/admin directory.

To create a file system in SDRAM:

1. Ensure you are working in the /home/admin directory.
Enter ./make_sdram_new.

n

3. Press the Enter key to run the script file and create the new memory block, mtdblock2, in

SDRAM.

You must enter ./ before the script file name in the command prompt, to run the executable file from the

current working directory. This is because Linux restricts running executable files from the same

directory as where the file is stored.

Example:

This example shows creating mtdblock2 in SDRAM, using the make_sdram_new script file.

/home/admin #

/home/admin # cat make_sdram_new
#!/bin/sh

mkfs.ext2 /dev/imtdblock?2

mount /sdram

df -h

/home/admin #
/home/admin #
/home/admin # ./make_sdram_new
mke2fs 1.37 (21 - Mar- 2005)
mkfs.ext2: Could not determine if /dev/mtdblock2 is mounted
Filesystem label=
OS type: Linux
Block size=1024 (log=0)
Fragment size=1024 (log=0)
8192 inodes, 32768 blocks
1638 blocks (5.00%) reserved for the super user
First data b lock=1
4 block groups
8192 blocks per group, 8192 fragments per group
2048 inodes per group
Superblock backups stored on blocks:
8193, 24577
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Writing inode tables: done
Writing superblocks and filesystem accounting information: done

This filesystem will be automatically checked every 36 mounts or

180 days, whichever comes first. Use tune2fs -cor -itooverride.
Filesystem Size  Used Available Use% Mounted on

/dev/mtdblockl 145M 6.6M  7.9M 46% /

/dev/imtdblock 2 31.0M 13.0k 29.4M 0% /sdram

/home/admin #
/home/admin # cd sdram

/sdram #

/sdram # Is -alF

drwxr -xr -x 3root root 1024 Jul 23 09:08 ./

drwxr -xr -x 18root root 0 Jul 23 07:26 ../

drwx ------ 2 root root 12288 Jul 23 09:08 lost+found/
/sdram #

Create a Database

Once you have created a new file system in SDRAM, you can create a database in the file
system.

Before you create a database, you must add the database schema to the home/admin
directory. You can then create the database using the sqlite3 administration tool. This tool
enables you to create and manage databases.

To create a database in the /home/admin directory:
1. Ensure you are working in the /sdram directory.

2. Enter sqlite3 [databasename.db] < [/home/admin/schemaname.sql].
3. Press the Enter key to create the database.

Example:

This example shows creating the mydatabase.db database from the testdb.sql schema.

[ #

[ # cd sdram

/sdram #

/sdram # sqlite3 mydatabase.db < /home/admin/testdb .sql
/sdram #

/sdram # Is -alF

drwxr -xr -x 2root root 0Jul 24 10:08 ./

drwxr -xr -x 18root root 0Jan 1 1970../

-rW-r--r-- 1root root 6144 Jul 24 10:08 mydatabase.db
/sdram #

/sdram # cat /home/admin/testdb.sql

BEGIN TRANSACTION;

CREATE TABLE tag (tag_sq INTEGER PRIMARY KEY, tag_code TEXT,
tag_type INTEGER, t

ag_ex INTEGER);

CREATE TABLE transack (tr_sq INTEGER PRIMARY KEY, tr_tagcode TEXT,
tr_tagtype IN

TEGER, tr_event INTEGER, tr_datetime DATE);
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CREATE UNIQUE I NDEX idx_tag_tagcode on tag (tag_code);
CREATE INDEX idx_transack_tagcode on transack (tr_tagcode);
CREATE INDEX idx_transack_datetime on transack (tr_datetime);
CREATE TRIGGER insert_transack_datetime AFTER INSERT ON transack
BEGIN
UPDATE transack SET  tr_datetime = DATETIME('NOW','LOCALTIME")

WHERE rowid =

new.rowid;
END;
COMMIT;
/sdram #

View a Database Schema

When you write data to a database, you must conform to the format specified in the database
schema.

To view the schema associated with a database:
1. Ensure you are working in the /sdram directory.

2. Entersql ite3 [databasename. db] #@A.schemabo
3. Press the Enter key to view the database schema.

Example:

This example shows the mydatabase.db database schema.

/sdram #
/sdram # sqlite3 mydatabase.db " .schema"
CREATE TABLE tag (tag_sq INTEGER PRIMARY KEY, tag_code TEXT,
tag_type INTEGER, tag_ex INTEGER);
CREATE TABLE transack (tr_sq INTEGER PRIMARY KEY, tr_tagcode TEXT,
tr_tagtype INTEGER, tr_event INTEGER, tr_datetime DATE);
CREATE UNIQUE INDEX idx_tag _tagcode on tag (tag_code);
CREATE INDEX idx_transack_datetime on transack (tr_datetime);
CREATE INDEX idx_transack_tagcode on transack (tr_tagcode);
CREATE TRIGGER insert_transack datetime AFTER INSERT ON transack
BEGIN
UPDATE transack SET tr_datetime = DATETIME('NOW!','LOCALTIME")
WHERE rowid = new.rowid;
END;
/sdram #

Write Data to a Database

When you write data to a database, you must conform to the format specified in the database
schema.
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Example:
This example shows writing the following values to the tag table in the mydatabase.db
database:
1 Row1l:
- tag_sq = Null
- tag_code = 123
- tag_type=0
- tag_ex=1
1 Row?2:
- tag_sq = Null
- tag_code = 456
- tag_type=0
- tag_ex=0
/sdram #
/sdram # sqlite3 mydatabase.db "insert into tag values
(Null,'223',0,1)"
/sdra m # sqlite3 mydatabase.db "insert into tag values
(Null,'456',0,0)"
/sdram #

Query a Database

To query a database:

1. Enter sqlite3 [query].
2. Press the Enter key to view the results of your query.

Example:

This example shows querying all values in the tag table of the mydatabase.db database.

/sdram #
/sdram # sqlite3 mydatabase.db "select * from tag"
1]123|0]1
2|456]0|0
/sdram #
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View the Disk Usage of a File or Directory

The du command enables you to view the disk usage of a file or directory.
To view the disk usage of a file:

1. Enter du [options] [file].
2. Press the Enter key to view the disk usage of the file.

Example:

This example shows the disk usage of the myfile file.

[ #
/ # du myfile
1 myfile
| #

To view the disk usage of a directory:

1. Enter du [options] [directory].
2. Press the Enter key to view the disk usage of the directory.

Example:

This example shows the disk usage of the etc directory.

| #
[ # du etc
21  etc/ppp

2 etc/chatscripts
1 etc/dropbear

1 etc/crontabs

2 etc/init.d
59 etc

[ #

Disk space displays in units of 1 024 bytes by default. Use the -h option to view the disk usage in

kilobytes rather than units. For example, the disk usage of the ppp file is 21 units or 20.5 k.

I #

[ # du etc/ppp

21 etc/ppp
I #

[#du - hetc/ppp
20.5k etc/ppp
[ #
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This example shows the total used disk space for all first level directories on the root, in human
readable format.

| #

/#du -hcd 1
2.3M ./bin
512 ./dev
59.0k .letc
3.7M b

0 Jmnt
0 Jopt
38.5k ./sms
0 Isys
219.0k ./var
4.6M .lusr
22.0k ./home
104.0k ./proc
322.0k ./sbin
7.0k ./root

0 J/sdram
11.4M

11.4M total

| #

[#du -- help

BusyBox v1.1.0 (2007.09.13 - 10:47+0000) multi - call binary

Usage: du[ - aHLdclsxhmk] [FILE]...

Summarizes disk space used for each FILE and/or directory.
Disk space is printed in units of 1024 bytes.

Options:

-a show sizes of files in addition to directories

-H  follow symbolic links that are FILE command line
args

-L  follow all symbolic links encountered

-d N limit output to directories (and files with - a) of
depth

<N

-Cc  output a grand total

-1 count sizes many times if hard linked

-s display only a total for each argument

-x  skip directories on different filesystems

-h  print sizes in human readable format (e.g., 1K 243M
2G)

-m  print sizes in megabytes

-k print sizes in kilobyte s(default)
| #

View the Free Disk Space of a File System

The df command enables you to view the amount of free disk space available on all mounted
file systems or a specified name. Name is a device name, directory name of a mounting point,
or directory name. If you use a directory name, df reports on the entire file system that the
specified directory is mounted on.
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To view the amount of free disk space of a file system:

1. Enter df [options] [name].

2. Press the Enter key to view the available disk space.

Example:

This example shows disk space information for all mounted file systems, in human readable

format.

[ #

[ # df -h
Filesystem
/dev/mtdblockl
[ #

Size

145M  6.6M

Used Available Use% Mounted on
7.9M 45% /

View a List of Device Files

The dev directory contains the device files that assist you in interfacing with various devices on
the system. When you connect a new device to the IDS500 Controller, you link the device to the

appropriate device file.
To view a list of device files:

1. Enterls dev.

2. Press the Enter key to view a list of device files.

Example:

This example shows a list of device files.

| #

[ #1s dev

console hda6 mtd0O sdal spio
ttyp3

gpio hda7 mtd1

ttyp4

hda hda8 mtd2 sda3 spi2
ttyp5

hdal hda9 mtd3 sda4 tty
ttyp6

hdal0 i2c -0  mtdblockO sdb
ttyp7

hdall i2c -1 mtdblockl sdbl
ttyp8

hdal2 i2c -2 mtdblock2 sdb2
ttyp9

hdal3 i2c -3  mtdblock3 sdb3
urandom

hdal4 kmem null sdb4
hdal5 log ppp sdc ttySO
watchdog

ttyUSBO
sda2
ttyUSB2
ttyUSB3
ttyACMO
ttyACM1
ttyACM2

ttyACM3

ttyp12

spil

ttyUSB4
ttypO
ttypl
ttyp10

ttyACM4

ttyUSB1

ttyp11

usb
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hda2 loop0  ptmx sdcl ttyS1  ttypl3

zero

hda3 loopl pts sdc2 ttyS2  ttypl4d

hda4 mem ran dom sdc3 ttyS3  ttypl5
hda5 modem  sda sdc4 ttyS4  ttyp2

| #

Use the ttyS device files to link devices through the COM ports. The related ports are:

ttySO is COM1
ttyS1 is COM2
ttyS2 is COM3
ttyS3 is COM4
ttyS4 is COM5

= =4 =4 =4

Mount a Storage Device to the IDS500 Controller

To attach a storage device to the IDS500 Controller, such as a USB flash drive, you mount the
device to the appropriate file in the mnt directory.

Before you mount a device, you must identify the device name. The device name displays in the
messages log after connecting the device to the IDS500 Controller.

To mount a device:

1. Attach the device to the IDS500 Controller.

2. Enter cat /var/log/messages to view a list of system messages.

3. ldentify the device name.

4. Enter mount /mnt/[devicetype].

5. Press the Enter key to mount the device to the system.

6. Enter df -h to view the file system details and verify if the device is successfully mounted.
Example:

This example shows mounting a USB flash drive named sdal to the system.

<in /var/log/messages after inserting usb flash drive>
usb 1 - 1: new full speed USB device using at91rm9200 - ohci and address
7
scsi0 : SCSI emulation for USB Mass Storage devices
Vendor: Generic Model: USB Flash Drive Rev: %z!Y
Type: Direct - Access ANSI SCSiI revision: 02
SCSI device sda: 254464 512 - byte hdwr sectors (130 MB)
sda: Write Protect is off
sda: assuming drive cache: write through

SCSI device sda: 254464 512 - byte hdwr sectors (130 MB)
sda: Write Protect is off
sda: assuming drive cache: write through

sda: sdal

Attached scsi removable disk sda at scsiO, channel 0, id O, lun O
/home/admin # mount /mnt/usb
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/home/admin #

/home/admin # df -h

Filesystem Size  Used Available Use% Mounted on
/dev/mtdblockl 145M 8.7M 5.8M 60% /

tmpfs 1.0M 28.0k 996.0k 3% /var

/dev/sdal 124.0M 206.0k 123.8M 0% /mnt/usb

/home/admin #

This example shows copying the myfile file to the flash drive.

/home/admin #
/home/admin # cd /mnt/usb
/mnt/usb # Is

/mnt/usb # cp / myfile
/mnt/usb # Is

myfile

Imnt/usb #

This example shows unmounting the device from the system. You must unmount a device
before removing it from the IDS500 Controller.

/mnt/lusb  #cd/

/ # umount /mnt/usb

| #

[ # df -h

Filesystem Size  Used Available Use% Mounted on

/dev/imtdblock1 145M 8.7M  5.8M 60% /

tmpfs 1.0M 28.0k 996.0k 3% /var

| #

| #

[ # cat /etc/fstab

proc /proc proc defaults 0
0

nodev /sys sysfs defaults 0
0

devpts /dev/pts devpts defaults 0
0

/dev/mtdblock2 /sdram ext2 defaults 0
0

/dev/sdal /mnt/usb vfat user,defaults,auto,rw 0

0

| #

The fstab file is a configuration file that contains information on all the partitions and storage devices in

the IDS500 Controller.
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Identify the IP Address of the IDS500 Controller

The ifconfig command enables you to view the IP address to the IDS500 Controller, and
configure the network parameters. Without arguments, ifconfig displays the current
configuration for the IDS500 Controller and other network interfaces.

To view the IP address:

1. Enter ifconfig.
2. Press the Enter key to view the current network parameters.

Example:

This example shows the current network parameters.

| #
[ # ifconfig
eth0  Link encap:Ethernet HWaddr 00:1A:6E:00:01:23
inet addr:192.168.100.1 Bcast:192.168.100.255
Mask:255.255.255.0
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)
Interrupt:24 Base address:0xc000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

[ #

Each network interface has a number, starting from zero. For example, eth0, ethl and eth2. Usually,
ethO is the primary Ethernet interface, and wireless network interfaces begin with athO or wlan0.

Change the IP Address of the IDS500 Controller

To change the IP address of the IDS500 Controller:

1. Enter ifconfig [network interface] [new IP address].
2. Press the Enter key to change the IP address.
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Example:

This example shows changing the IP address of the ethO network interface from 192.168.100.1

to 192.168.100.2.

| #
[ # ifconfig
ethO Li nk encap:Ethernet HWaddr 00:1A:6E:00:01:23

inet addr:192.168.100.1 Bcast:192.168.100.255
Mask:255.255.255.0

UP BROADCAST MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets: 0 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Interrupt:24 Base address:0xc000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)
| #
[ # ifconfig eth0 192.168.100.2
| #
[ # ifconfig

eth0  Link encap:Ethernet HWaddr 00:1A:6E:00:01:23
inet addr:192.168.100.2 Bcast:192.168.100.255
Mask:255.255.255.0
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)
Interrupt:24 Base address:0xc000

lo Li nk encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

| #

Configure the Default Network Gateway of the IDS500 Controller

As the boundary router is usually firewalled by default, you must configure the gateway to
enable network traffic to pass through.
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To configure the default gateway of the IDS500 Controller:

1. Enter cat /etc/init.d/rcS | grep.ifconfig to view a list of the default network settings.

Press the Enter key.

3. Enterifconfig ethO [IP address] netmask [subnet mask address] to create a static IP

address for the Ethernet network interface.

Press the Enter key.

Enter route to view what communication device is used as a default and other available

communication devices.

Press the Enter key.

Enter del [connection name] to delete the default connection.

Press the Enter key.

Enter route add default gateway [connection name] or [connection IP address] to add

a default connection.

10. Press the Enter key.

11. Enter ping [connection name] or [connection IP address] to test that the new default
connection is reachable across the network.

12. Press the Enter key.

13. Enter reboot to restart the IDS500 Controller.

14. Press the Enter key to reboot the Controller and apply the network settings.

n

S

© ® N

Example:

This example shows configuring the default gateway.

| #

[ # cat /etc/init.d/rcS | grep ifconfig

ifconfig lo 127.0.0.1 netmask 255.0.0.0

I #

| #

[ # cat /etc/init.d/network

#! /bin/sh

/sbin/udhcpc -bg - H $(cat /etc/hostname) - s /etc/udhcpc.conf
| #

| #

/ # #ifconfig eth0 192.168.1.1 netmask 255.0.0.0

| #

| #

[# route

Kernel IP routing table

Destination  Gateway Genmask Flags Metric Ref
Use Iface

192.168.0.0 * 255.255.2540 U 0 O

0 ethO

default home.gateway 0.0.0.0 uUuc 0 O

0 eth0O

| #

| #

[/ # route del default

| #

/ # route

Kernel IP routing table

Destination  Gateway Genmask Flags Metric Ref
Use Iface
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192.168.0.0 * 2552552540 U 0 O

0 ethO

| #

| #

/ # route add defa ult gateway home.gateway

[ #

[ # route

Kernel IP routing table

Destination  Gateway Genmask Flags Metric Ref
Use Iface

192.168.0.0 * 2552552540 U 0 O

0 ethO

default home.gateway 0.0.0. 0 uc o0
0 ethO

[ #

[ #

| #

[ # ping home.gateway

PING home.gateway (192.168.1.254): 56 data bytes

84 bytes from 192.168.1.254: icmp_seq=0 ttI=128 time=1.0 ms
84 bytes from 192.168.1.254: icmp_seq=1 ttI=128 time=0.8 ms
84 bytes from 192.168.1.254: icmp_seq=2 ttl=128 time=0.7 ms
84 bytes from 192.168.1.254: icmp_seq=3 ttI=128 time=0.7 ms

--- home.gateway ping statistics

4 packets transmitted, 4 packets received, 0% packet loss
round - trip min/avg/max = 0.7/0.8/1.0 ms

| #

| #

[#ro ute del default

/ # route add default gateway 192.168.1.254

[ # route

Kernel IP routing table

Destination = Gateway Genmask Flags Metric Ref
Use Iface

192.168.0.0 * 2552552540 U 0 O

0 ethO

default home.gateway 0.0.0.0 uc 0 O
0 ethO

| #

| #

[ # #reboot

[ #

0

Connect a USB Modem to the IDS500 Controller

The sms directory contains the files required to connect a modem to the IDS500 Controller.

Some of these files are:

connect - stores the connection script.

disconnect - stores the disconnection script.

name_site - stores the name of the IDS500 Controller site.
numbers - stores a list of numbers to send the alert message to.
duxbury - stores the connection script for Duxbury modems.

= =& —a —a —a

samba - stores the connection script for Falcom Samba modems.
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Example:
| #
[ # cd sms
/sms #
/sms # s -alF
drwxr -xr -x 8root root 0 Sep 20 2007 ./
drwxr - xr -x 18root root 0Jan 1 1970../
- TWXI - Xr - X 1root root 211 Sep 13 2007
action_failed*
-rwxr -xr -x 1lroot root 1582 Sep 13 2007
action_input*
-rwxr -xr-x 1root root 251 Sep 13 2007
action_relay*
drwxr -xr -x 2root root 0 Sep 20 2007 ch ecked/
-rwxr -xr -x 1root root 42 Sep 13 2007 connect*
-rwxr -xr-x 1lroot root 24 Sep 13 2007 disconnect*
-rwxr -xr-x lroot root 51 Sep 13 2007 duxbury*
drwxr -xr -x 2root root 0 Sep 20 2007 examples/
drwxr -xr -x 2root root 0 Sep 20 2007 failed/
-rwxr - xr -x 1lroot root 101 Sep 13 2007 gpio_il*
-rwxr - xr -x 1lroot root 101 Sep 13 2007 gpio_i2*
-rwxr -xr-x lroot root 100 Sep 13 2007 gpio_ipow*
-rwxr -xr-x 1root root 90 Sep 13 2007 gpio_r1*
-rwxr -xr-x 1root root 90 Sep 13 2007 gpio_r2*
drwxr -xr -x 2root root 0 Sep 20 2007 incoming/
-IW-rF - f-- 1root root 7 Sep 13 2007 last_il.txt
-rW-r--r-- 1root root 7 Sep 13 2007 last_i2.txt
-ITW-r--T1-- 1lroot root 7 Sep 13 2007
last_ipow.txt
-rwxr -xr -x 1lroot root 3515 Sep 13 2007 mon_io*
-IW-rF - f-- lroot r oot 85 Sep 13 2007 name_inputl
-ITW-r--T1-- 1lroot root 85 Sep 13 2007 name_input2
-ITW-r--1r-- 1lroot root 80 Sep 13 2007 name_relayl
-ITW-r--1r-- 1lroot root 80 Sep 13 2007 name_relay2
-IW-rF-- T -- 1root root 10 Sep 13 2007 name_site
-IW-rF-- T -- 1root root 391 Sep 13 2007 numbers
drwxr - xr -x 2root root 0 Sep 20 2007 outgoing/
-ITW-r--1r-- 1root root 6 Sep 13 2007 password
-rwxr -xr -x 1root root 15272 Sep 13 2007 putsms*
-rwxr -xr -x 1lroot root 126 Sep 13 2007
restart_mon_io*
-rwxr -xr-x 1root root 51 Sep 13 2007 samba*
drwxr - xr -x 2root root 0 Sep 20 2007 sent/
-ITW-r--1r-- 1root root 59 Sep 13 2007 sms.log
/sms #
/sms # cat connect
#l/bin/sh
pppd file /etc/ppp/options.isp
/sms #
/sms # cat disconnect
#1/bin/sh
killall pppd
/sms #
/sms # cat name_site
TestSite
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/sms #

/sms # cat numbers

# This  file contains the list of numbers to contact in international
format

# A line beginning with a '#' is a comment

# Edit the number and remove the first '#'

#27820000000 # IT guy's cell phone (example)

#27830000000 Peter # Another one, greeted by name

#Send to John, only from 6:00pm to 6:00am on everyday of the week
(1=Monday)

#27840000000 John 18 06 1234567 # Conditional send

/sms #

/sms # cat duxbury

In - sf/dev/ttyUSBO /dev/imodem
Is - alF /dev/imodem

/sms #

/sms # cat samba

In - sf/dev/ttyACMO /dev/imodem
Is - alF /dev/imodem

/sms #

To connect a USB modem to the IDS500 Controller:

1. Attach the modem to the USB port on the IDS500 Controller.
Ensure you are working in the /sms directory.

n

3. Create a configuration file for the modem in the sms directory, or edit the duxbury or

samba modem files, if you are using a Duxbury or Samba modem.

4. Verify the connection settings in the options.isp and gprs.chat files in the etc/ppp

directory.
Enter ppd file /etc/ppp/options.isp &.

Enter route to verify the modem is successfully connected.
Press the Enter key.

© N o o

Press the Enter key. The ppp daemon starts and runs in the background.
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Before you can create and SMS alert message, you must connect a modem to the IDS500
Controller. For more information, see the Connect a USB Modem to the IDS500 Controller

section on page 54.
To send an SMS:

Connect a GPRS modem to the IDS500 Controller.
Create the message you want to send in a text file.

Open the /sms directory.
Enter sms start to start the SMS service.
Press the Enter key to send the SMS message.

S A

Example:

This example shows sending an SMS message.

Save the message file into the sms/outgoing directory.

66 root

69 root
/dev/null

70 root

320 root

/sms #
/sms # Is -alF | grep dr
drwxrwxr -x 8root roo t 0 Mar 13 08:04 ./
drwxr - xr -x 18root root 0Jan 1 1970../
drwxr -xr -x 2root root 0 Mar 9 09:03 checked/
drwxrwxr -x 2root root 0 Mar 13 08:04 examples/
drwxr -xr -x 2root root 0 Mar 9 08:52 failed/
drwxr -xr -x 2root root 0 Mar 9 09:03 incoming/
drwxr -xr -x 2root root 0 Mar 9 08:51 outgoing/
drwxr -xr -x 2root root 0 Mar 9 08:52 sent/
/sms #
/sms #
<usb gprs modem pl  ugged in>
/sms#usb1l - 1:new full speed USB device using at91rm9
cdc_acm 1 -1:1.0: ttyACMO: USB ACM device
/sms #
/sms #
/sms # sms start
/sms # ps
PID Uid VmSize Stat Command
1 root 560 S init
2 root SWN [ksoftirqd/0]
3 root SW«< [events/0]
15 root SWN [jffs2_gcd_mtd1]
32 root 576 S /shin/syslogd -mO0
34 root 552 S /shin/klogd
60 root 688 S /usr/shin/inetd
63 root 552 S /usr/sbin/ht tpd - h /root/www -C

/etc/httpd.conf

476 S /usr/sbin/discoveryd
584 S /usr/sbin/crond - ¢ /etc/crontabs -L
784 S -sh

952 S /usr/local/bin/smsd
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321 root 1040 S /usr/local/bin/smsd
322 root 576 R ps
/sms #

/sms # cat examples/send_sms.sms
To: 491721234567

Hello, this is a message that | can send with SMS Server Tools.

/sms #

/sms # tail - fsms.log &

/sms # 2007 - 03- 09 09:04:35,2, smsd: Smsd main progra m terminat
2007 - 03- 15 22:33:49,2, smsd: Smsd v2.2.14 started.

/sms #
/sms # ./mon_io 5 &
/sms #
/sms # ps
PID Uid VmSize Stat Command
1 root 560 S init

2 root SWN [ksoftirqd/0]
3 root SW< [events/Q]
32 root 576 S /shin/syslogd -mO

34 root 552 S /shin/klogd
60 root 688 S /usr/sbin/inetd

63 root 552 S /usr/sbin/httpd - h /root/www - cletc
66 root 476 S /usr/sbin/discoveryd

69 root 584 S /usr/sbin/crond - ¢ /etc/crontabs -L
70 root 784 S -sh

320 root 952 S /usr/local/bin/smsd
321 root 1040 S /usr/local/bin/smsd
326 root 412 S tall - fsms.log
327 root 580 S /bin/sh ./mon_io 5
384 root 352S sleep5
385 root 576 R ps
/sms #

Incoming SMS messages are stored in the sms/incoming directory.

Change the Site Name

N

o

To change the name of the IDS500 Controller site:

Ensure you are working in the /sms directory.

Enter cat name_site.

Press the Enter key to view the current name of the site.

Enter vi name_site. For more information on using vi, see the Editing Files with vi section
on page 69.

Press the Enter key to open the name_site file for editing in the vi editor.

Edit the name as required.
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This example shows changing the site name from TestSite to MyNewTestSite.

[ #
[ #

cd /sms

/sms #
/sms # cat name_site

Te

stSite

/sms #
/sms # vi name_site

Te

stSite

name_site 1/2 50%

MyNewTestSite

name_site 1/2 50%
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Set the Date and Time of the IDS500 Controller

The date command enables you to view the current date and time of the IDS500 Controller, or

set the date and time.

To view the date and time of the Controller:

1. Enter date.
2. Press the Enter key to view the current date and time.

Example:

This example shows the current date and time of the IDS500 Controller.

| #

| # date

Fri Feb 15 06:12:12 UTC 2036
| #

When you set the date and time, you specify the values in the format:
[MMDDhhmm[[CC]YY][.ss]].

To set the date and time of the Controller:

1. Enter date [MMDDhhmm[[CC]YY][.ss]].
2. Press the Enter key to change the date and time.

Example:

This example shows changing the date and time to 2 July 2007, 6 am, using the format:

070206002007. This is done by entering 0702 (2 July), 0600 (6 am), 2007 (2007).

| #

[ # date 070206002007

Mon Jul 2 06:00:00 UTC 2007
| #

| # date

Mon Jul 2 06:00:22 UTC 2007
| #
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Important Linux Directories and
Configuration Files

The / (root) Directory

The / (root) directory contains all directories and hard disks.

Example:

| #

[#1s

bin etc Ilib mnt proc shin sms usr

dev  home linuxr c opt root sdram sys var
| #

The /bin Directory

The /bin directory contains executable or program files. Commands, such as Is, are stored in
this and other bin directories.

Example:

| #

[ #1s /bin

addgroup dd hostname mount rm touch
adduser  delgroup ipaddr mtd_debug rmdir tput

ash deluser  iplink mv run - parts true
bin df iproute  netstat sed tset

busybox  dmesg iptunnel  nice sendsms umount
busybox*  echo kill pidof sh uname

cat egrep In ping sleep usleep

chattr esmtp login pkill sms Vi

chgrp false Is printenv.  smsd  watch

chmod fgrep Isattr ps sglite3

chown flash_erase mkdir pwd stat

clear flash_info mkfs.jffs2 pydoc su

cp grep mknod python sync

date gzip mktemp reset tar

| #
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The /dev Directory

The /dev directory contains the files used to access all physical devices.

Example:

| #

[ #1s /dev

console hda6 mtdO sdal spi0  ttyUSBO ttyp3

gpio hda7 mtd1 sda2 spil ttyUSB1 ttyp4

hda hda8 mtd2 sda3 spi2 ttyUSB2 ttyp5

hdal hda9 mtd3 sdad tty ttyUSB3 ttyp6

hdal0 i2c -0  mtdblockO sdb  ttyACMO ttyUSB4 ttyp7

hdall i2c -1  mtdblockl sdbl ttyACM1 ttyp0 ttyp8

hdal2 i2c -2  mtdblock2 sdb2 ttyACM2 ttypl ttyp9

hdal3 i2c -3  mtdblock3 sdb3 ttyACM3 ttypl0 urandom
hdal4 kmem null sdb4 ttyACM4 ttypll usb

hdal5 log ppp sdc ttySO ttypl2 watchdog
hda2 loop0  ptmx sdcl ttyS1 ttypl3 zero

hda3 loopl pts sdc2 ttyS2 ttypld

hda4 mem random sdc3 ttyS3 ttypl5

hda5 modem  sda sdc4 ttyS4  ttyp2

| #

The /etc Directory

The /etc directory contains system configuration directories and files.

Example:

| #

[ #1s letc

chatscripts host.conf init.d ppp smsd.conf
crontabs  hostname inittab proftpd.conf termcap
dropbear hosts nsswitch.conf protocols udhcpc.conf
fstab httpd.conf passwd resolv.conf watchdog.conf
group inetd.conf passwd - services

| #

The /etc/crontabs Directory

The /etc/crontabs directory contains crontab files that store instructions for running scheduled

jobs.
Theroot file inthe crontabsdi r ect ory i s a
message 0 | ob.

custom

c r o n tmaib

file
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Example:

| #

[ # cd letc

letc #

letc # Is crontabs

root

letc #

/etc # cat crontabs/root

#59 05 * * * [home/admin/setroute > /home/admin/setroute.log 2>&1
#05 06 * * * /bin/python /home/admin/getdbl.py >
/home/admin/dbert.log 2>&1

#00 **** [p in/python /home/admin/testmail.py >
/home/admin/testmail.log 2>&1

#* * * ** [sms/mon_io > /sms/mon_io.log 2>&1

letc #

The /etc/fstab File

The /etc/fstab file is a configuration file that contains information on all the partitions and
storage devices in the IDS500 Controller.

Example:

| #

[ # cat /etc/fstab

proc /proc proc defaults 0
0

nodev /sys sysfs defaults 0
0

devpts /dev/pts devpts defaults 0
0

/dev/mtdblock2 /sdram ext2 defaults 0

0

/dev/sdal /mnt/usb vfat user,defaults,auto,rw 0

0

| #

The /etc/hostname File

The /etc/hostname file stores the host name of the IDS500 Controller. The host name is the
unigue name assigned to the Controller on the network. You identify a Controller on the network
using its host name.
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Example:

[ #

[ # cd /etc

letc #

/etc # cat hostname
1dS500

letc #

The /etc/init.d Directory

The /etcl/init.d directory contains the scripts run when the IDS500 Controller starts up and shuts
down.

The rcS fie in the init.d directory contains a list of scripts to run when the IDS500 Controller

starts up. And the network file contains a list of network configuration scripts to run when the
Controller starts up.

Example:

| #

/ # cd /etc

letc #

letc # Is init.d

network rcS

letc #

letc #

/etc # cd init.d

letc/init.d #

letc/init.d # Is -alF

drwxr -xr -x 2root root 0 Jun 15 14:32 ./

drwxr -xr -x 7 root roo t O Feb 6 2036../
-rwWXr -xr -x 1root root 11 Feb 6 2036 network*
-rwxr -xr-x 1root root 949 Sep 14 2007 rcS*
letc/init.d #

letc/init.d # cat rcS

#! /bin/sh

# startup

mount -t proc none /proc

mount -t sysfs none /sys
mount -t devpts devpts /dev/pts
mount - t usbfs none /proc/bus/usb

#mount -t tmpfs tmpfs /var - 0 size=1024k
mkdir - p /var/run

mkdir - p /var/lock

mkdir - p /var/spool

mkdir - p /var/log

mkdir - p /var/proftpd
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hostname $(cat /etc/hostname)

echo "St arting message loggers ..."
/sbin/syslogd -m0 -s64 -b4
/sbin/klogd

ifconfig lo 127.0.0.1 netmask 255.0.0.0

echo "Starting DHCP client ..."
/sbin/udhcpc -bg - H $(cat /etc/hostname) - s letc/udhcpc.conf

echo "Starting inetd ..."
Jusr/sbin/inetd

echo "S tarting httpd ..."
/usr/sbin/httpd - h /root/www - ¢ /etc/httpd.conf

echo "Starting discovery ..."
# Update discoveryd on reboot
if [ - e /usr/sbin/discoveryd -1]; then
mv - f /usr/sbin/discoveryd - 1 /usr/sbin/discoveryd
fi
/usr/sbin/discoveryd

echo " Starting cron ..."
lusr/sbin/crond - ¢ /etc/crontabs - L /dev/null

#echo "Starting watchdog ..."

#sleep 10

#/usr/sbin/watchdog

/etc/init.d #

/etc/init.d # cat network

#! /bin/sh

/sbin/udhcpc -bg - H $(cat /etc/hostname) - s /etc/udhcpc.conf
/etc/init.d #

The /etc/ppp Directory

The /etc/ppp directory contains the scripts and configuration files used to establish an internet
connection.

The options.isp file in the ppp directory contains the ISP configuration script. And the
gprs.chat file contains the script that automates the GPRS connection process.

Example:

| #

[ # cd /etc/ppp

letc/ppp #

letclppp # Is

chap - secrets ip - down options.isp
connect - errors ip -up pap - secrets
gprs.chat options resolv.conf

letc/ppp #
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/etc/ppp # cat options.isp

hide - password

noauth

modem

connect "/sbin/chat -v - f/etc/ppp/gprs.chat
debug

/dev/imodem

115200

#defaultroute

#replacedefaultroute

noipdefault

user any

password any

remotename mtn

ipparam samba

usepeerdns

# some networks cannot do header comp ression - if supported comment
out novj

novj

# some networks do not echo Icp requests - if supported comment this
out below

# lcp requests allow detection of the link going down unexpectedly

Icp - echo - interval O

nodeflate

disconnect "/shin/chat -v'NO CARRI ER™

letc/ppp #

letc/ppp # cat gprs.chat
ABORT BUSY

ABORT 'NO CARRIER'
ABORT ERROR
REPORT CONNECT
TIMEOUT 10

oA r\n\r\ nATZ"
OK "AT+CGDCONT=1)"IP \ ", \ "internet \™
TIMEOUT 60

OK "ATD*99***1 4"
CONNECT\d\ c
TIMEOUT 10

letc/ppp #

1 Intheline OK "AT+CGDCONT=1\"IP\" \"internet\"", the internet parameter is the Access Point

Name (APN).
1 Your cellular provider requires this APN to complete the connection.
1 Your cellular provider may have a different APN to internet.
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The /etc/resolv.conf File

The /etc/resolv.conf file contains the name server IP address, used by the kernel when a
program requests to resolve an IP address.

Example:

| #

/ # cd /etc

letc #

[/etc # cat resolv.conf
nameserver 192.168.1.254
letc #

The /home Directory

The /home directory is where user home directories are stored. For example, if you create a
user called admin, a directory of the same name is automatically created in the /home
directory.

Example:

| #

[ # |s /home
admin

| #

The /lib Directory

The /lib directory contains the library files. Library files store reusable functions and routines for
programs to use.

Example:
| #
[ #1s /lib
Id - 2.3.3.s0 libm.so.6 libnss_nisplus.so
Id - linux.so.2 libnsl -2.3.3.s0
libnss_nisplus.so.2
libc -2.3. 3.s0 libnsl.so libpthread - 0.10.s0
libc.so.6 libnsl.so.1 libpthread.so.0
libcrypt -2.3.3.s0 libnss_compat - 2.3.3.s0 libresolv -2.3.3.s0
libcrypt.so libnss_compat.so libresolv.s o]
libcrypt.so.1 libnss_compat.so.2 libresolv.so.2
libdaemon.so libnss_dns -2.3.3.s0 libsglite3.so
libdaemon.so.0 libnss_dns.so libsqlite3.s0.0
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libdaemon.s0.0.2.4 libnss_dns.so0.2

libsglite 3.50.0.8.6

libdl -2.3.3.s0 libnss_files -2.3.3.s0 libstdc++.s0
libdl.so libnss_files.so libstdc++.s0.6

libdl.s0.2 libnss_files.so0.2 libstdc++.50.6.0.1

libesmtp.so libnss_hesiod -2.3.3.s0 libutil -2.3.3.s0
libesmtp.so.5 libnss_hesiod.so libutil.so

libesmtp.so0.5.1.5 libnss_hesiod.so0.2 libutil.so.1

libgcc_s.so libnss_nis -2.3.3.s0 libz.so
libgcc_s.so.1 libnss_nis.so libz. so.1
libm -2.3.3.s0 libnss_nis.so.2 libz.s0.1.2.3

libm.so libnss_nisplus -2.3.3.s0 pppd

| #

The /mnt Directory

The /mnt directory is where storage devices are mounted.

Example:

| #

[ # Is /mnt
usb

| #

The /opt Directory

The /opt directory is where optional system components are installed, such as Oracle.

The /var Directory

The /var directory contains various files, such as the system log.

Example:

[ #

[ #1s Ivar

lock log proftpd run  spool
| #
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Editing Files with vi

The vi command opens the Linux text editing tool that enables you to edit the contents of a text
file directly from the command line.

The vi editor operates in two modes. These are:
1 Command Mode (-)

This mode enables you to execute commands on the file, such as delete and save.
1 Insert Mode (I)

This mode enables you to type text in the file.

As shown in Figure 3, the mode you are currently working in displays at the bottom of the open
file. A dash (-) indicates you are in Command mode, and | indicates Insert mode.

Figure 3 - vi Modes
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